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Ardy Electronics Ltd. 
Ardy Electronics Ltd. is specialized in hardware and software development of telecommunication 

security products. The head office is located in Sweden with operation offices in Dubai, Middle East 
and Europe. 

The company group was founded in 1983 by the Swedish entrepreneur Mr. Bengt Arnesson and 

has today customers in approximately 50 countries. The main customers are Government 

organizations such as The Ministry of Defense and The Ministry of Interior. 

Since the beginning of the company, hardware encryption products for voice and fax security 

have been manufactured in Sweden and afterward shipped around the world. 

 

 

 

 

 
The software product, which is called SafeIT, has been developed since 1999 and contains 
today a total of 10 different security software packages. SafeIT is today translated into 9 different 
languages, including English, French, Arabic and Farsi. 

The award-winning SafeIT™ Security Office is the leading program suite for user-friendly file, 
hard-disk and e-mail encryption. The SafeIT software prevents unauthorized access to restricted 
e-mails and documents and offers different shredding functions for complete removal of selected 
stored information on any kind of memory in the computer. 

The encryption technology used in the hardware and software products supports PKI solutions 
and several other standard encryption algorithms and also a proprietary encryption algorithm 
with a symmetric key length of 480 bits and asymmetric key length of 2048 bits. 

All programs included in the SafeIT Security Office package are fully automatic and easy to install 
and administrate as one user friendly software package for all Windows based clients. 

The SafeIT Security Office package contains 3 different editions; SafeIT Security Office Professional 
with USB license key for Government and high security customers, SafeIT Security Office 
Commercial for corporate business and SafeIT Security Office Light edition for consumers. 
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All editions include a complete set of security software such as; 

 
1. SafeIT E-mail encryption for SMTP/POP3 and encrypted webmail, called SafeIT Express, which 
works with any windows based e-mail program as a proxy software. It is fully automatic with 
PKI point to point key management to establish the secure connection. The e-mail is then 
encrypted with symmetric algorithms, and each sent e-mail uses new symmetric keys. 

2. SafeIT Desk Top Security Suite, which handles the encryption of any file on the computer in 
addition to shredding of any file, free space and recycle bin. The Desktop Security Suite also 
includes an “Addin” encryption module for Word and Excel documents. 

3. SafeIT Secure Disk, which creates one or several partitions on the hard-disk as well as handles 
fully automatic encryption of hard-disk, USB and flash memories. It is also possible to create 
any number of secure disks, with any size, on the computer. A popular application is to store all 
documents, e-mails, e-mail-addresses, schedules and contacts from Microsoft Outlook inside a 
secure disk and in combination with the SafeIT e-mail encryption create a complete secure 
environment for communication and stored data. 

 

 
The advantages with the SafeIT software, compared to other security software 

suppliers, are; 

 

• Ardy Electronics Ltd. has 25 years of experience in encryption design. 

• Customers (e.g. Government departments) in more than 50 countries. 

• Sweden and Swedish technology is not included in NATO. 

• SafeIT uses a high secure proprietary symmetric algorithm with 480-b i t  key length 
and asymmetric PKI 2048 bit key length. 

• All SafeIT software is very user friendly. 

• SafeIT uses several standard algorithms, and our proprietary algorithm has never 

been published, but well examined by third partners. 

• SafeIT e-mail encryption works with any POP3/SMTP e-mail program as proxy software with 
fully automatic establishment of secure connection without any trusted third party. 

• SafeIT encryption uses compression which makes the communication faster and saves 

time. 

• SafeIT Software applications are translated to 9 languages, Swedish, English, German, 
French, Arabic, Farsi, Indonesian, Korean, and Japanese. 

• The SafeIT symmetric proprietary algorithm can be customized for high security customers 

with auto or manual key management. 
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For more information about Ardy Electronics Ltd. and our hardware and software products please 
visit our web site www.ardy.se 

 

 

 

 

 

 
Ardy Electronics Ltd 

Swedish Security Products 

www.ardyelectronics.com  
London 

Sweden 

Dubai 

http://www.ardy.se/
http://www.ardyelectronics.com/
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Protect your Information with 

Encryption Software 
 

The award-winning SafeIT Security Office is the leading program 
suite for user-friendly secure E-mail communication, File 
Encryption, File Shredding and Hard Disk encryption for prevention 
of unauthorized access to your computer information and complete 

removal of selected stored information. 

 

 
Ardy Electronics Ltd offer complete 

IT & telecommunication security 
 

 

Telefax Encryption Computer Encryption Telephone Encryption 

 
e-business, e-merging, e-learning, 

in the @-age with e-security 
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The team behind the SafeIT Security Office Software is the founder and creator of this e-security 
package, with more than 30 years of experience in telecommunication and security in more than 
50 countries world-wide. 

 

 

 

 

 

 

WHY 
 

 

do I need to Protect my Information 
with Encryption Software? 

 You shall decide who to share your information with! 

 You need protection against hacking of your data! 

 Your e-mails are stored at thousands of servers! 

 You need to be secure from online threats! 

 Your data is protected if you lose your computer! 

 

For a better future be 

Secure 
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SafeIT 

Security Office 
includes: 
- DeskTop Security Suite 
- E-mail Encryption 
- Secure Disk 

 
The award-winning SafeIT Security Office is the leading program suite for user-friendly secure 

E-mail communication, File Encryption, File Shredding and Hard Disk encryption for prevention 

of unauthorized access to restricted documents and complete removal of selected stored 

information. 

 

Key Features 

The encryption technology used in this product suite for your complete protection supports 

several encryption algorithms, including our own SafeIT algorithm and the new AES-standard, 

with key lengths of 256-480 bits. All programs included are easy to install and administrate as 

one user-friendly software. 

 

Technical Specifications 

System Requirements 

SafeIT is optimized for Windows platforms. The SafeIT e-mail program supports the SMTP/POP3- 

protocols (e.g. Microsoft Outlook, Outlook Express, Netscape, Eudora, Opera). 

 

Symmetric encryption algorithms: 

SafeIT-algorithm (480 bits), AES-standard Rijndael (256 bits). 

 

Asymmetric encryption algorithms: 

Diffie-Hellman Key Exchange Protocol, 

Hash-algorithm: MD5. 

PRNG: Isaac, Automatic random key generation and 

constant exchange of encryption keys. 

Unique encryption keys used for each e-mail sent. 
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SafeIT 

E-mail Encryption 
 

 
The award-winning SafeIT E-mail Encryption is the leading program for user-friendly secure e-mail 

communication. The encryption technology used, supports several encryption algorithms, including 

the new AES-standard, and key lengths from 256-480 bits. Choose automatic encryption between 

SafeIT users or to send secure e-mail to any receiver by using SafeIT Express. 

 

Key Features 

SafeIT E-mail Encryption is easy to install and 
administrate. 
The program includes the following functionality: 

- Automatic establishment of secure e-mail 
communication between SafeIT users. Continue to use 
your normal e-mail client. All e-mails sent, including 
attached information, will be encrypted before leaving 
your computer. SafeIT E-mail Encryption guarantees 
point-to-point secure communication. At no time in 
transit your information can be accessed or modified. 

- SafeIT Express, Easily send password encrypted 
secure e-mails to counterparts that are not using 
SafeIT, including web-mail users. 

- Efficient compression of all secure e-mails sent and received to increase transmission speed. 

 

Technical Specifications 

System Requirements 
- SafeIT is optimized for all Windows XP & Vista platforms. 

- An e-mail program and an e-mail address supporting the SMTP/ 
POP3-protocols (e.g. Microsoft Outlook, Outlook Express, 
Netscape, Eudora, Opera). 

Security Technology 

- Symmetric encryption algorithms: New AES-standard Rijndael 
(256 bits), SafeIT-algorithm (480 bits). 

- Asymmetric encryption algorithm: Diffie-Hellman Key Exchange 
Protocol. 

- Hash-algorithm: MD5, PRNG: Isaac, Automatic random key generation and constant exchange of 
encryption keys. 

- Unique encryption keys used for each e-mail sent. 
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SafeIT Desktop 

Security Suite 
 

 
Get both SafeIT File Encryption and SafeIT File Shredding in one powerful security suite. Use 
SafeIT Desktop Security Suite to avoid your confidential and valuable information from getting 
into the wrong hands. Make it a habit to both encrypt and shred files in your daily work with this 
user-friendly application suite. When you empty your Recycle Bin or even format your hard disks, 
the information is NOT removed from your computer. These commands only alter the structure 
of the drive, leaving most of the data intact and recoverable. SafeIT Desktop Security Suite 
allows you to permanently remove selected information on your hard drive and other memories. 
You can also use this software suite to encryption your confidential and valuable information. 
unlock an encrypted file. 

 

 

Main features in software include: 
• Includes support for every type of file formats, including Word and Excel. 

• The software allows you to easily select files and folders using a simple right-click, browsing 
or drag-and-drop functionality. 

• Create self-extracting encrypted files that can be sent to anyone without requiring a software 
installation. 

• Use the”  Sh red  free disk space” guide to clean your computer from old,  d e l e t ed  files and 
folders that are still stored on your drives. 

• Includes qualitative reporting as an option. 

• This version is available in English and Arabic. 

 

Technical Specifications 
System Requirements 

Microsoft Windows XP &Vista Platforms, 
15 MB free disk space, 
10 MB free RAM 

Security Technology 
The program supports these technologies: 

• AES-standard; Rijndael (256 bits), and our own SafeIT 

algorithm (480 bits). 
• MD5 Hash-alg, Peter Gutman’s alg, exchange of 

encryption keys. 
• Unique encryption keys used for each e-mail sent. 
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SafeIT Secure 

Disk 
 

 
is a user-friendly program that allows you to prevent unauthorized access to restricted documents. 
The program makes a part of your current hard disk into a secure disk. All private and confidential 
information stored on this disk will be protected using strong encryption. Your secure disk is only 
accessible by entering the correct username and password. The program is easy to install, and 
the step-by-step guides will walk you through the process of creating your own secure disk. After 
installation, its user-friendly interface makes securing a file is as easy as copying it. 

 

 

Key Features 

SafeIT Secure Disk incorporates the following key features to protect your sensitive 
information: 
• The latest encryption standards AES, and the SafeIT algorithm. 
• Strong encryption using key lengths up to 480-bits. 
• High modularity in the product gives it high flexibility and makes it powerful. 
• Full integration with Windows XP, Vista and a user-friendly interface. 
• Automatic updates to be up to date. 

• Encrypts temporary files automatically. 

 

 

Technical Specifications 

System Requirements 

• Windows XP & Vista, 64 MB RAM, 20 MB of free hard 
disk space. 

• Supports both IDE- and SCSI-hard disks. 

Security Technology 
Symmetric encryption algorithms: 
• AES-standard Rijndael (256 bits), SafeIT (480 bits) 
Asymmetric encryption algorithm: 
• Diffie-Hellman Key Exchange Protocol. 
• Hash-algorithm: SHA-1 

• Unique encryption keys used for each e-mail sent. 
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Telephone Encryption 
SLP-2000Xe 

 
 
 
 

 
Sec-Line/Phone 2000Xe is a high-level security encryption telephone from Ardy Electronics Ltd. This encryption phone 
can be installed to analogue phone lines worldwide. The telephone is an Alcatel phone connected to the SLR2000Xe 
module. Green or Red indication for Secure or Insecure connection. The SLP2000Xe is fully compatible to the SLR2000Xe 
encryption unit. 

Sec-Line/Phone 2000Xe uses Diffie Hellman with 1024 bit PKI handshake to start the secure connection and triple 
DES as per ANSI specification X9.52 as encryption algorithm with a 168-bit unique random synchronous encryption key 
negotiated for each call. 

Sec-Line/Phone 2000Xe has to be installed at both sides of the communication in order to establish a secure connection. 
The unit can be used for both secure and clear phone calls. The internal rechargeable 6-volt battery makes it possible to 
place Secure calls even when the main power is lost. 

Sec-Line/Phone 2000Xe connects in moments and offers the following features: Strong Encryption Technology, Clear 
Voice Quality, One Button Operation, Universal Telephone line Compatibility, and Portable in suite case, man in the middle 
protection. 

 
 

 
SLP-2000Xe 

 

Modem : 9600 bps CCITT V.32 full duplex, echo canceling 
Voice encoder : ITU G.729 AS-CELP at 8kbps 
Connection : analogue telephone line 
Operation : full duplex 

AC-power requirements : adapter 240/110VAC 50/60 Hz 

DC-power requirements : 12 VDC 1000 mA 

 

Algorithm : Triple DES as per ANSI specification X9.52 

Symmetric key length : 168-bit unique, random key 

Symmetric key combinations : 1051 
PKI algorithm : Diffie-Hellman exponentiation 
PKI encryption key length : 1024 bits 
Public Key length : 256 bits 
PKI Key combinations : 10308

 

 

Temperature range operating : 0 to 50 C 

Temperature range storage  : -20 to 75 C 
Size : 250 x 170 x 25 mm 
Weight : 1.0 kg 
Cover : Metal 

Information display against : Including 

“man in the middle attack” 
Internal rechargeable Battery : 6 Volt 500mAh, Option 

Technical Data 

Encryption Data 

Other Data 
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Telephone Encryption 
SLR-2000Xe 

 
 
 
 

 
Sec-Line/Receiver 2000Xe is a high-level security encryption module for telephone receivers from ARDY Electronics 
Ltd. This encryption module can be installed to analogue or digital telephones worldwide. The installation is done between 
the handset and the telephone on the 4-wire receiver cord. Green or Red indication for Secure or Insecure connection. 

Sec-Line/Receiver 2000Xe uses key fingerprint display that prevents man-in-the-middle attacks with an Optional 
PIN-based access control possibility. 

Sec-Line/Receiver 2000Xe uses Diffie Hellman with 1024 bit PKI handshake to start the secure connection and triple 
DES as per ANSI specification X9.52 as encryption algorithm with a 168-bit unique random synchronous encryption key 
negotiated for each call. 

Sec-Line/Receiver 2000Xe has to be installed at both sides of the communication in order to establish a secure 
connection. The unit can be used for both secure and clear phone calls. The internal rechargeable battery makes it 
possible to place Secure calls even when the main power is lost. 

Sec-Line/Receiver 2000Xe connects in moments to the handset and offers the following features: Strong Encryption 
Technology, Clear Voice Quality, One Button Operation, Universal Telephone Compatibility, and Portable. 

 
 

 
SLR-2000Xe 

 

Modem : 9600 bps CCITT V.32 full duplex, echo canceling 
Voice encoder : ITU G.729 AS-CELP at 8kbps 
Connection : between handset and telephone 
Operation : full duplex 

AC-power requirements : adapter 240/110VAC 50/60 Hz 

DC-power requirements : 12 VDC 1000 mA 

 

Algorithm : Triple DES as per ANSI specification X9.52 

Symmetric key length : 168-bit unique, random key 

Symmetric key combinations : 1051 
PKI algorithm : Diffie-Hellman exponentiation 
PKI encryption key length : 1024 bits 
Public Key length : 256 bits 
PKI Key combinations : 10308

 

 

Temperature range operating : 0 to 50 C 
Temperature range storage : -20 to 75 C 
Size : 195 x 150 x 50 mm 
Weight : 0.6 kg 
Cover : Plastic 
Customized Color : Option 
Internal rechargeable Battery : 6 Volt 500mAh, Option 

Technical Data 

Encryption Data 

Other Data 
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Telefax Encryption 
SLF-2000Xe 

 
 
 
 

 
Sec-Line/Fax-2000Xe is the latest creation of secure telefax communication equipment from Ardy Electronics. This 
encryption system is based on Ardy’s encryption processor with an algorithm especially designed to meet the high 
demands of security and reliability. 

Sec-Line/Fax-2000Xe is installed between the telephone line and the telefax terminal, and can be installed at all 
telefax types with group 3 communication. 

Key management is according to ANSI standard with input of encryption keys from smart cards or from system keyboard. 
User smart card contains 100 encryption keys, which can be loaded to the encryption processor from the keyboard. 

Sec-Line/Fax-2000Xe have a zeroize function for fast erasure of stored keys. Password or master smart card protects 
system keyboard from unauthorized use. 

Sec-Line/Fax-2000Xe is customized for easy installation at existing telefax networks and gives you an electronic 
envelope to all your telefax messages, without any delay of the transmission. 

Sec-Line/Fax-2000Xe eliminates all possibilities of inadvertent transmission caused by incorrect dialing or by errors 
in the telephone network. 

Sec-Line/Fax-2000Xe is fully compatible with the SLF-2000 & SLPF-2000Xe fax encryption system. 
 
 

 
SLF-2000Xe 

 

  

Transmission : according to CCITT group 3,T30. 
Synchronous speed : 2400, 4800, 7200, 9600 bps. 
Communication fully : transparent or encrypted. 
Display : 2x16 character. 
Electrical interface : phone-line. 

Temperature range operating : 0 to 50 gC. 

Temperature range storage  : -20 to 60gC. 
Power adapter : 240/110V, 50/60Hz, 24 VDC. 
Size : 195x150x50mm. 
Weight : 1,0 kg. 
Cover : plastic. 

 

 
 

Encryption : Ardy encryption processor. 
Algorithm : Ardy stream cipher. 
Key management : manual, automatic option 
Key distribution : smart cards. 
Key length : continuously changed 480 bits. 
Key input : manual or smart card. 
Synchronization : encrypted initialization vector. 
Tamper protection : automatic internal protection. 

 
Master Smart card 
User Smart card 
Key Generator KL-2000 

Technical Data General Data 

Encryption Data 
Accessories 
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Phone and Fax Encryption 
SLPF-2000Xe 

 
 
 
 

 
SLPF2000Xe is a high-secure digital encryption system from Ardy Electronics Ltd. This encryption unit can be installed 
to analogue phone lines worldwide to encrypt voice and fax communication. Any quality analogue or digital phone can 
be connected to the Voice encryption module. Green or Red indication for Secure or Insecure connection. 

SLPF2000Xe voice encryption unit uses Diffie Hellman with 1024 bit PKI handshake to start the secure connection and 
triple DES as per ANSI specification X9.52 as encryption algorithm with a 168-bit unique random synchronous encryption 
key negotiated for each call. The voice module uses key fingerprint display that prevents man-in-the-middle attacks with 
an Optional PIN-based access control possibility. SLPF2000Xe connects in moments to the handset and offers the 
following features: Strong Encryption Technology, Clear Voice Quality, One Button Operation, Universal Telephone 
Compatibility. 

SLPF2000Xe fax encryption unit uses a proprietary symmetric algorithm with 480 bit key with key management 
according to ANSI standard with input of encryption keys from smart cards or manually from system keyboard. User 
smart card contains 100 encryption keys, which can be loaded to the encryption processor from the smart card reader. 
The fax module is installed between the telephone line and the Telefax terminal and can be installed at all Telefax types 
with group 3 communication. 

SLPF2000Xe has to be installed at both sides of the communication in order to establish a secure connection. The unit 
can be used for both secure and clear phone/fax calls. The SLPF2000Xe is fully compatible to the stand alone SLR2000Xe 
voice encryption unit and fully compatible with the stand alone SLF2000Xe fax encryption unit. 

 

 
SLPF-2000Xe 

 

  
Modem : 9600 bps CCITT V.32 full duplex, 

echo canceling 
Voice encoder : ITU G.729 AS-CELP at 8kbps 
Connection : analogue telephone line 
Operation : full duplex 

AC-power requirements : adapter 240/110VAC 50/60 Hz 

DC-power requirements : 12 VDC 1000 mA 

 

 

 

Algorithm : Triple DES as per ANSI 

specification X9.52 
Symmetric key length : 168-bit unique, random key 
Symmetric key combinations : 1051 
PKI algorithm : Diffie-Hellman exponentiation 
PKI encryption key length : 1024 bits 
Public Key length : 256 bits 
PKI Key combinations : 10308

 

Encryption : Ardy hardware encryption 
processor. 

Algorithm : Ardy stream cipher. 
Key management : manual/ (auto as option). 
Key distribution : smart cards. 
Key length : continuously changed 480 bits. 
Key input : manual or smart card. 
Synchronization : encrypted initialization vector. 
Tamper protection : automatic internal protection. 

 

Temperature range operating : 0 to 50 C 
Temperature range storage  : -20 to 75 C 
Size : 280 x 190 x 60 mm 
Weight : 2.0 kg 
Cover : Plastic 

 

 
Transmission : according to CCITT group 3,T30. 
Synchronous speed : 2400, 4800, 7200, 9600, 

14400 bps. 
Communication fully : transparent, or encrypted. 
Display : 2x16 character. 
Electrical interface : phone-line 

Technical Voice Data Encryption Fax Data 

Technical Fax Data 

Encryption Voice Data 

Other Data 
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Data Encryption 
SLD-2000Xe 

 
 
 
 

 
Sec-Line/Data-2000Xe is the latest creation of high secure data communication equipment from Ardy Electronics. 
This encryption system is based on Ardy’s encryption processor with an algorithm especially designed to meet the high 
demands of security and reliability. 

Sec-Line/Data-2000Xe has RS232 and USB ports and includes a V92 dial up modem, the unit is also available in 19 
inch rack modules with 2 channel per rack module. 

Key management is manual according to ANSI standard with input of encryption keys from smart cards or from system 
keyboard. User smart card contains 100 encryption keys, which can be loaded to the encryption processor from the 
keyboard. PKI key management is available as option with Diffie Hellman key exchange protocol. 

Sec-Line/Data-2000Xe have a zeroize function for fast erasure of stored keys. Password or master smart card protects 
system keyboard from unauthorized use. 

Sec-Line/Data-2000Xe is customized for easy installation at existing pstn networks and gives you an electronic 
envelope to all your data communication, without any delay of the transmission. 

 

 
SLD-2000Xe 

 
 

 
Communication : transparent, or encrypted. 
Display : 2x16 character. 

Electrical interface : phone-line RJ11 and RS232 

and USB. 

 
 

 
Encryption : Ardy encryption processor. 
Algorithm : Ardy stream cipher. 

Key management : manual/ automatic with Diffie 

Hellman. 
Key distribution : smart cards or Diffie Hellman. 
Key length symmetric alg : 480 bits. 
Key length asymmetric alg : new keys every connection with 

2048 bits. 
Manual key input : keyboard or user smart card. 
Synchronization : encrypted initialization vector. 

Features:  
Enhanced AT Command set 

300 bps up to 56 kbps data speeds downstream 

Upstream data rate up to 48 kbps (V92SM2) 

Voice playback and recording (TAM) 
DTMF tone detection and generation 
V.44 data compression (V92SM2) 
V.42 bis and MNP 5 data compression 

Line-in use and Extension pick-up detection 

Distinctive ring and Caller ID 
Digital Line Guard (DLG) Protection 
2nd Ring Detect 

CE Marking 

Approvals: 
Transferable FCC68, CS03 and CTR21 certified, 
EN55022B, EN55024 c/UL60950 
Recognized, EN60950-1, IEC60950-1 EN60601-1, IEC60601-1 

 
 

Standard features of the modem include data rates from 300 bps up to 56 

kbps, voice playback and recording. The modem also provides enhanced 
features such as Caller ID, Extension Pick-up detect, Remote Hang-up, 

Quick Connect (V92SM2), DLG (Digital Line Guard) protection and 2nd Ring 

Detect. The 2nd Ring Detect feature allows complete power control from 

an incoming ring signal. It is ideal for remote application using battery 
power. 

 
Temperature range operating : 0 to 40 gC. 

Temperature range storage : -20 to 50gC. 
Power adapter : 240/110V, 50/60Hz, 24 VDC. 
Size : 195x150x50mm. 
Weight : 1,0 kg. 
Cover : plastic. 

Modem Data 

General Data 

Encryption Data 

Technical Data 
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Data Network Encryption 
USB device with Smart chip 

multi-level authentication. 
 
 

 
Secure file distribution system for e-Government solutions with remote encryption/decryption/Shredding 
USB Device. 

 
General Description 

This server system is based on Windows Server with server software for distribution of encrypted files over LAN/ 
WAN networks. The files are encrypted/decrypted/shredded by the users on remote windows client PC computers and 
distributed to/from the server as encrypted files over the network. 

The Secure file distribution system uses USB memories with USB license dongles on the remote client PC computer. All 
activities are logged by the server software where files and logged data are stored in an SQL database on the server 
side. 

The server has online communication via the network to all installed used USB secure units at the remote sites to 
investigate and control the action at the remote site. Key distribution is done online with PKI Diffie Hellman (2048 bit 
asymmetric key) to generate a 480 bit symmetric encryption key which is used to encrypt the file. 

The encryption technology is high secure symmetric stream encryption from Ardy Electronics used and proven secure, 
since 25 years in several applications for more than 50 different Government organizations worldwide. The algorithm 
used in this secure file distribution system is modified and unique for this application and for this user. 

The USB unit uses online multi-level user authentication with remote and local manipulation protection with self-destruction 
functions if digital signature or authentication methods are not fully recognized. 

 
USB authentication ID 

Each Secure USB unit has in internal USB identification number (serial 
number) this number is encrypted from the internal smart chip and bind 
together with the user PIN code. This code is used for identification of the 
USB to the server and to the user. The USB can also include biometric 
identification together with PIN and USB-ID number. 

 
Multi level Authentication 

The Secure USB unit includes 2 level of authentication, 

1) USB serial number, 2) PIN code. As extra option it is possible to arrange 
biometric fingerprint access together with the other 2 levels of 
authentication. It is also possible to arrange online authentication with PIN 
2 direct between user and server. 
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The Outpost24 solution is the technology leader in on-demand vulnerability assessment and management Solutions from Swed en. We are independent of all suppliers of network security 

 
 

 
 
 

 

Vulnerability Management Solutions 
 

 

The Vulnerability Assessment and Management 

solution allows your enterprise to discover, analyze 

and prioritize the remediation of vulnerabilities on 

your network. The solutions are a Software as a 

Service (SaaS) and agent-less and can be immediately 

deployed. 

 
Establishing a Vulnerability Management Program 

using this solution allows you to always have a clear 

picture of the risks to your assets. Rather than reacting 

to threats after they occur, you can proactively control 

or eliminate them. This will allow you to get the most 

benefit from your limited resources, allowing you to 

focus on proactively managing the most critical risks. 

This is a proven solution to Vulnerability Management 

with our leading technology and methods that allow 

you to get started easily and quickly benefit from the 

results. 

 

 

Key Features: HIAB 

CENTRALIZED ADMINISTRATION 
• Trouble ticket system and verification scan 

templates to track remediation. 
• Encrypted user access from anywhere. 
• User customizable scan settings to  focus on 

different asset assessment needs. 
• Flexible system for grouping network elements. 
• System to allow users different roles and rights. 
• Summary dashboard to allow for quick overview 

of status. 
• Encrypted backup option for configuration and 

customizations. 

 

ACURATE 
• Third party audit perspective. 
• Internal and external scanning perspectives. 

• Security of all information is protected to ensure 

its confidentiality, integrity, and availability. 
• Authenticated and unauthenticated scanning. 
• Non-intrusive scanning technology. 

• Extensive coverage for vulnerabilities in common 

web applications. 
• Frequently updated with new vulnerability 

scans. 

 
 

 
AUTOMATED 
• Powerful asset discovery tools. 
• Agent-less scanning technology. 
• Automatic updating of features through SaaS 

model. 
• Monitoring and alerting of changes in network. 

•  System event audit log features supporting 

Syslog and SNMP. 
•  Many options for scheduling of scans based on 

user’s needs and preferences. 
• Repeatable and consistent scan results. 

 

SCALABLE 
•  Distributed and scalable scanning of network 

assets with centralized reporting. 
• User customizable bandwidth limiter. 

• Vast support for scanning of all types of network 
technologies, constantly evolving to meet 

demands. 

 

 
ANALYSIS 
• Information on each vulnerability to facilitate its 

analysis. 

•  Highly accurate identification of vulnerabilities 

and elimination of false positives and negatives. 
• Customized reporting options. 
• Powerful trend analysis features. 
• Reporting in PDF, HTML, XML, and XLS. 
• Delta reporting features. 
• Risk rating system based on CVSS v.2 to speed 

prioritization efforts. 
• Upload encrypted key to be used when sending 

reports via email. 

• Detailed findings include descriptions, risk 

ratings, and remediation recommendations. 

 

Licensing 
• Phone and email support by Security Experts 

24/7/365. 
• Unlimited number of users. 
• 3 year warranty of Appliance 

 

 
infrastructure. Our products are used by more than 1,000 corporate and government customers worldwide. Outpost24 is headquartered in Sweden with a global network of local offices. 
Additional information about Outpost24 is available at Outpost24.com. In co-operation with Ardy Electronics Ltd 
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